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INTRODUCING DIGITAL CITIZENSHIP

Teaching with Technology

Incorporating the edtech of today into a lesson can be exciting—and scary. Is classroom
management going to go out the window? Will it actually improve instructional outcomes? [s it
worth the trouble?

e Teachers' Essential Guide to Teaching with Technology

Creating a Culture of Digital Citizenship
Prepare your students for success as digital learners, leaders, and citizens, and create a road map
for teaching digital citizenship in your classroom.

e Teaching Digital Citizenship (Professional Development Course)

° Introduction to Digital Citizenship - Common Sense Education

Digital Citizenship in Your Classrooms and Schools

Children are growing up with the power of digital media and technology to explore, connect,
create, and learn in new ways. With this power, young people have great opportunities, but they
also face challenges and dilemmas.

Diqital Citizenship Curriculum

Digital Citizenship Lesson Plans (All)

K-5 Curriculum Connections and 6-12 Curriculum Connections

Plan for Digital Citizenship Week (October 14-18, 2024)

Quick (Under 20 Minutes) Lesson Collection
CSE has pulled together a collection of quick Lessons (Under 20 minutes) which are a great way
to spark critical thinking about how to navigate the many challenges of digital life.
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https://docs.google.com/presentation/d/1nsyOS2C9gHrnnPEoNtczkQlUhkC0U5igutW4KvDqCQQ/edit#slide=id.p7
https://www.commonsense.org/education/articles/teachers-essential-guide-to-teaching-with-technology
https://www.commonsense.org/education/training/teaching-digital-citizenship
https://www.commonsense.org/system/files/pdf/2022-08/digital-citizenship-curriculum-overview-2020-0.pdf
https://www.commonsense.org/education/search?keywords=&sort_by=field_search_sort_date&f%5B0%5D=search_topics%3A116479&f%5B1%5D=search_type%3Adc_lesson
https://docs.google.com/presentation/d/1h1IYZmn-D3w4-k1wGKfUmgQL5ta56SEHl8hl0tc48ak/edit#slide=id.ge151c28fc6_0_198
https://docs.google.com/presentation/d/16QPILN96UNqqN_4rofui8CT8PLbdw0Z85r99uSWgLdM/edit#slide=id.gb7fca550fd_0_229
https://www.commonsense.org/education/digital-citizenship-week
https://www.commonsense.org/education/collections/quick-digital-citizenship-lessons-for-grades-k-12

Engaging Families in Digital Citizenship
Whether your digital citizenship efforts are focused on a single classroom or across an entire
school or district, partnering with families is essential. Not only can families support students as
they try out skills learned in the classroom, but educators and families can help each other better
understand kids’ digital lives. See also the Social Emotional Learning Family Resources below.

e Family Engagement Overview

Guide to Engaging Families in Digital Citizenship
Articles for Families and Videos for Families

Presentations for Families and Workshops for Families
Family Tech Planners

CELL PHONE POLICY RESOURCES

MPA Collection of School Policies
o Cell Phone Use in Maine Schools (MPA Professional Resources)

Common Sense Educations Cell Phone Policy Resources

e Should your school have a cell phone ban?
Creating a cell phone policy that works for everyone

[ ]
e Taking a stand on cellphone bans
[ ]

Key Questions to Inform Your Policy

US DOE's Cell Phone Policy “Playbook”
e Planning Together: A Playbook for Student Personal Device Policies

DIGITAL SAFETY & SECURITY RESOURCES

Online Safety

Educators' approach to internet safety in the classroom has changed as technology and our use
of it continues to evolve. In the past, digital citizenship lessons on internet safety focused mostly
on dos and don'ts. These lessons help us rethink that paradigm.

e 23 Great Lesson Plans for Internet Safety | Common Sense Education
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https://www.commonsense.org/education/family-resources
https://www.commonsense.org/system/files/pdf/2023-02/engagingfamiliesdigcit-implementationguide-updated.pdf
https://www.commonsensemedia.org/articles
https://www.commonsensemedia.org/video/advice
https://www.commonsense.org/education/presentations-for-parents-families
https://www.commonsense.org/education/family-engagement-workshops
https://www.commonsensemedia.org/family-tech-planners
https://mpaprof.org/cell-phone-use/
https://www.commonsense.org/education/articles/should-your-school-have-a-cellphone-ban
https://www.commonsense.org/education/articles/creating-a-cellphone-policy-that-works-for-everyone
https://www.commonsense.org/education/digital-citizenship/lesson/taking-a-stand-on-cellphone-bans
https://www.commonsense.org/system/files/pdf/2024-08/2024-common-sense-advice-on-school-cellphone-bans-final.pdf
https://marylandpublicschools.org/Documents/taskforce/Planning-Together-A-Playbook-for-Student-Personal-Device-Policies-A.pdf
https://www.commonsense.org/education/articles/23-great-lesson-plans-for-internet-safety

Online Privacy
Cybersecurity is one of the most important sets of skills that students need to safeguard
themselves, their peers, and their school in our digital world. The lessons in this collection teach
students about essential cybersecurity concepts, including protecting themselves from phishing
and unsafe websites.

e Protecting Student Privacy (Professional Development)

e Privacy and Security L esson Plans (K-12) and Cybersecurity Specific Lessons (K-8)

Digital Footprint and Identity

In a time of 24/7 connectivity, do the benefits of online sharing outweigh the risks? Lessons will

prompt students to consider how sharing information online can affect them and others and will

support them in learning to reflect before they reveal, as well as encourage others to do the same.
e Digital Footprint and Identity Lesson Plans (All Grades)

CIPA and E-Rate Compliance

What is E-rate? And what does E-rate have to do with digital citizenship? Learn more about this

federal program for schools and libraries.
e [Essential Guide

CYBERSECURITY AND K12 USERS

K12 Cybersecurity is a national focus area. CISA provides reports and recommendations to
enhance LEA cyber posture. These include:
e Protecting Our Future Report (CISA Report to K12) and K12Six Incident Map and Tools

e CISA's Cyber Performance Goals (CPGs)
e CISA On-Line Toolkit (K12 with Immediate Recommendations)

In addition, CISA helps to fund CYBER.ORG. CYBER.ORG's mission is to ensure that every K-12
student gains foundational and technical cybersecurity knowledge and skills. They provide a
deeper dive into Cyber through written cybersecurity learning standards, a video series, and a
student competition that includes a coding cyber range- The Cyber Cup.

STUDENT DATA PRIVACY CONSORTIUM

Maine funds statewide membership in the National Student Data Privacy Consortium (A4L).
School systems can participate in the national consortium to access their excellent resources.

e A4l State-Sponsored Student Data Privacy Consortium

TECHNOLOGY PLANNING

Technology planning can set the vision and subsequent steps to support student learning. The
federal TechEd plan calls for action to close the digital divide for access, design, and use. Maine's
Digital Equity Plan aims to provide affordable access for all.
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https://www.commonsense.org/education/training/privacy
https://www.commonsense.org/education/search?f%5B0%5D=search_topics%3A115521&f%5B1%5D=search_topics%3A116483&f%5B2%5D=search_type%3Adc_lesson&sort_by=field_search_sort_date
https://www.commonsense.org/education/collections/cybersecurity-lessons-for-grades-k-8
https://www.commonsense.org/education/search?f%5B0%5D=search_topics%3A115526&f%5B1%5D=search_topics%3A116483&f%5B2%5D=search_type%3Adc_lesson&sort_by=field_search_sort_date
https://www.commonsense.org/education/articles/essential-guide-to-digital-citizenship-for-cipa-and-e-rate
https://www.cisa.gov/protecting-our-future-cybersecurity-k-12
https://www.k12six.org/map
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/online-toolkit-partnering-safeguard-k-12-organizations-cybersecurity-threats#:~:text=CPGs%20are%20a%20prioritized%20subset,known%20risks%20and%20adversary%20techniques.
https://privacy.a4l.org/

e National TechEd Plan 2024 (A Call to Action to Close the Divide)
e Maine Digital Equity Plan

DIGITAL HEALTH & WELLBEING RESOURCES

Digital Wellbeing Lesson Plans
Media and tech have a way of magnifying the stress that young people face on a daily basis. But
why is that the case? And more importantly, what can they do about it (besides just taking a break
from their phones)?

e Modeling Healthy Digital Wellbeing Habits (Professional Development)

o An/ i / DI . N Diqital Well-Bei
e Offline Digital Citizenship: Soft Skills to Support Strong Online Habits
e Digital Well-Being Lessons for Grades K-12

Social Media TestDrive
Through modules that focus on realistic dilemmas and scenarios, students practice how to
respond to situations they will encounter when they become social media users. Each module has
a guided activity, a free play section, and reflection questions that help solidify digital citizenship
skills and habits. Social Media TestDrive aligns with middle school lessons in the Common Sense
Digital Citizenship Curriculum.

e Social Media TestDrive

e FEducator Guide

The Digital Connections Video Series

Through the six-part interactive video series, students follow two best friends as they navigate
their digital lives, learning valuable tips and strategies along the way. This video series aligns with
the six core topics addressed within Common Sense's Digital Citizenship Curriculum.

e Digital Connections Educator Guide
e Digital Connections Video Series (Description)

e Digital C ons Video Li

Digital Dilemmas
A digital dilemma is a tricky situation that can occur in digital life—and it doesn't always have an
obvious right or wrong answer. Even when someone has been hurt or wronged, the right way to
respond in a digital dilemma is often unclear.

e B Digital Dilemmas to Teach Digital Citizenship

e E Keys to Using Digital Dilemmas
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https://docs.google.com/document/d/10u7dRIFRqnWu_vdu8oBO61bblaGlP9oW8FHI2eIlNuE/edit
https://docs.google.com/document/d/1CNmui66lXndGfwL-vzjCw0V7Fe0ivceVBsSweunyU8w/edit
https://tech.ed.gov/netp/
https://drive.google.com/file/d/1cMU4pGpHKQjCyvhq9mgcksE_ck88WdLU/view
https://www.commonsense.org/education/training/healthy-digital-habits
https://www.commonsense.org/education/articles/an-authentic-approach-to-discussions-about-digital-well-being
https://www.commonsense.org/education/articles/offline-digital-citizenship-soft-skills-to-support-strong-online-habits
https://www.commonsense.org/education/collections/digital-well-being-lessons-for-grades-k-12
https://www.commonsense.org/education/social-media-test-drive
https://socialmediatestdrive.org/testdriveguide.pdf
https://www.commonsense.org/sites/default/files/pdf/2022-08/document-digital-connections-video-series-educator-guide-cse-0.pdf
https://www.commonsense.org/education/digital-connections
https://www.digitalconnections.org/

Digital Habits Checkup
Digital Habits Check-Up helps students identify their digital habits and make positive changes
that support their well-being.

e Should Your School Have a Cell Phone Ban?

e E Digital Habits Checkup - Student Handout

e [ Digital Habits Checkup - Educator Guide

Feelings and Options
Feelings and Options is a thinking routine that supports communication, empathy, and thoughtful
decision-making for digital dilemmas in social life.

e [E Feelings & Options - Student Handout

e [ Feelings & Options - Educator Guide

Take a Stand
Take a Stand is a thinking routine designed to be used with digital dilemmas related to privacy,
community, and civic life, getting students to consider their own and others' perspectives.

e Bl Take a Stand - Student Handout

e [ Take a Stand - Educator Guide

SOCIAL-EMOTIONAL LEARNING RESOURCES

Cyberbullying Prevention
What is cyberbullying? How common is it? And what can teachers do about it? Get advice and
resources to support your students.

e Teachers' Essential Guide to Cyberbullying Prevention

SEL Curriculum Resources
Technology impacts students' social and emotional well-being, from how they express themselves
to how they communicate with friends and family. With the right support, students can learn how
to integrate technology into their lives to promote their well-being and be a positive influence in
their communities.

e Teachers' Essential Guide to SEL Curriculum

e SEL in Digital Life for Elementary School, Middle School, and High School
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https://docs.google.com/document/d/1UxMIxkzNvA4dhLlgI8tQbqT9IFXR1xPGQfGfKzP91mU/edit
https://docs.google.com/document/d/1U_oXv0nWh32E7wwCqoT7G51_mrreyDlsSyN0H-glJK8/edit
https://docs.google.com/document/d/1tteEuTOs_w09pQ7bhUnp5lGNoQJGGXULyDZYyfc63xc/edit
https://docs.google.com/document/d/1nBGNP1IrA_9cXA6aCHJQ2lZmYrQAXeXL1BCTy2SpHoc/edit
https://docs.google.com/document/d/1Rix9eaTA75B2SO8HgzH7XTKxLRskd3OTooPHcm1dDjY/edit
https://docs.google.com/document/d/1g46pjx_XNhafYcHqsVSL9C5Dz5ntpxVxsV8Em7w-ZpY/edit
https://www.commonsense.org/education/articles/should-your-school-have-a-cellphone-ban
https://www.commonsense.org/education/articles/teachers-essential-guide-to-cyberbullying-prevention
https://www.commonsense.org/education/articles/teachers-essential-guide-to-social-and-emotional-learning-in-digital-life
https://www.commonsense.org/education/articles/elementary-school-activities-to-promote-sel-in-digital-life
https://www.commonsense.org/education/articles/middle-school-activities-to-promote-sel-in-digital-life
https://www.commonsense.org/education/articles/high-school-activities-to-promote-sel-in-digital-life

Family Engagement Resources (SEL Specific)

Share these family conversation starters to help your students and their families talk meaningfully
about their digital lives. Each conversation starter is linked directly within CSE’s SEL in Digital Life
activities. You can also access them via the links below. See also Family Engagement above.

e K-2 Conversations, 3-5 Conversations, 6-8 Conversations, & 9-12 Conversations

ARTIFICIAL INTELLIGENCE RESOURCES

Al Literacy
To get you started, the Learning Through Technology Team has created the Al Guidance Toolkit

which offers a great starting point for anyone exploring Al in education.

Artificial intelligence (Al) is rapidly transforming the world we live in. From using generative Al for
schoolwork to dealing with misinformation and befriending Al chatbots, students have a lot to
consider when it comes to this ever-evolving technology.

e ChatGPT and Beyond: How to Handle Al in Schools

e Al Lessons Grades 6-12

e Al lIntroduction for Educators (Professional Development Course)

COMMON SENSE EDUCATION RECOGNITION

Become Recognized for Your Digital Citizenship Program
The Common Sense Recognition Program provides a road map for creating a positive culture of
digital learning. This free program includes professional learning, teaching lessons, tips and
resources for engaging families around learning with media and tech, and opportunities for
educators to reflect on their own classroom technology practices.

e Becomin mmon Sense Teacher

e Becoming a Common Sense School
e Becoming a Common Sense District
[ ]

2024-2025 Common Sense Recognition Application
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https://drive.google.com/file/d/11Mtb9l1ZJhVBaFx1YZ0_bdlc8WSYlq33/edit
https://drive.google.com/file/d/1C1Iua25jtRPvtHBbPi4hGitZ82u8PX0g/edit
https://drive.google.com/file/d/17Ox034VhvNHGRh1l4-C03PhBQ7Fdh3lD/edit
https://drive.google.com/file/d/19uJ-rfI6WuwL7kMasTu3TgqVPC2Pf4JU/edit
https://view.genially.com/6717d13429a41768c92aa057
https://www.commonsense.org/education/articles/chatgpt-and-beyond-how-to-handle-ai-in-schools
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.commonsense.org/education/events/training-course-ai-foundations-for-educators
https://www.commonsense.org/education/recognition-educators
https://www.commonsense.org/education/recognition-schools
https://www.commonsense.org/education/recognition-districts
https://commonsense.tfaforms.net/4761631
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